Cryptology Lesson
By Karen Zayance

Submitted for Robotics Workshop Oct. 13
This lesson was designed to show students other applications for computer programming.  Robotics are a fun way to get students involved in programming.  Gaming is another application that can entice students to program.  I chose writing “secret codes.”  There is something about “secrets” that interest people.  There have been many fictional books written and movies produced recently that involve secrets and secret codes.  Dan Brown has written a number of these types of books, like the “Da Vinci Code.”  
Students obviously like secrets.  They read these books and see the movies.  They also like to tell each other secrets in notes they write to one another in school.  Why not write them in code?  Not only are they learning a math application, they realize that by programming this application on a computer, the enciphering becomes much quicker.

Cryptology
Lesson Plans Part 1
Submitted by:  Karen Zayance

11/2/07
Subject:
Cryptology – programming a secret code
Grades:  
9-12


Estimated Time of Lesson:  4 - 50 minute segments, 1 for teacher presentation, 1 for students research, 1 for power point development, 1 for student presentations
Performance Objective:  To understand the historical significance of the cryptology with computing and programming
Materials  Needed:  Monitor, computer, PowerPoint, internet
PROCEDURES
Terms:

Cryptology – (Greek word kryptos – hidden) The science of hiding information, currently using math and computing.

Cipher – An algorithm for performing encryption

Decypher or Decription – To decode the encrypted message (cipher)

Encryption – Changing a message to a form which is unreadable to anyone, except the person with the “key.”

Key – the parameter (piece of information) which controls the algorithm for encryption

Anticipatory Set (warm-up):  Discuss what is cryptology (secret coding)?  When is it used?  Note:  Most students will probably say that the government uses secret codes to send data that they don’t want others to have.  This particularly is important during time of war or secret agents may use secret code to send data.  What students probably don’t realize is that they encounter ciphers on a daily bases on the internet.  Ciphers are used to change plain text to a secret code to protect our personal information when we access our bank information and make purchases for example.  Ciphers keep hackers from accessing our personal information.  
How does a cipher work?  A cipher is an algorithm (usually mathematical) that changes plain text to a code that no one can read except the person who has the key.  The key is the piece of information that controls the algorithm.  For example, if the number one represented the letter “a”, 2 represented the letter “b”, continuing in this manner to the number 26 which would represent the letter “z”, then the encryption for the word “hi” would be 89.  The key would be simply be that the letters a-z are represented by the numbers 1-26.  This makes it easy to decipher the code.
Of course this cipher would be way easy for anyone to figure out.  Therefore sophisticated math algorithms must be created to keep information secret.  These algorithms would take a long time to decode by hand, therefore computers and programs are used to create and decode ciphers. 

Modeling:
A short power point presentation on the history of computing will be given with emphasis on the Enigma and ciphering.  Information will include the following:
1. Teacher will show a short clip from the fictional movie “U572” which shows the Germans using the Enigma to send a distress message.

2. The Enigma was a ciphering device used during WWII by the Germans to code messages.
3. It was invented in 1918 by Arthur Scherbius in Berlin.

4. The Enigma used the cipher of substituting one letter for another.  What made it sophisticated was that each time the code was used, it changed.  The wiring from the letter pressed, to the cipher value, was set to a wheel.  The wheel was on a rotor which rotated after each cipher.   This enabled 26 possibilities to be used.  By adding more wheels and rotors, additional possibilities occurred.
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5. In 1938 more wheels were added.
6. In 1939, Poland gave the English and French information about the Enigma in exchange for a guarantee that these countries would defend Poland against attack.  This information was crucial to the war effort.
7. However, the Enigma was forever evolving so Alan Turing and Gordon Welchman, of Cambridge, designed a machine they called the “British Bombe.”  It was built to break any Enigma enciphered message as long as the Enigma hardware was known.
Checking for Understanding:

The students will write a short four word sentence and then encode it using the alphabet example above.  They will then exchange it with the student sitting next to them and decode the message.
Guided Practice:

Students will research cryptology.  They will be required to complete a power point presentation on either a particular cipher, an inventor of a cipher, or a device used to encipher data.  Students will be assigned a time period in which to concentrate, since ciphers are as old as the Old Testament.  A minimum of 10 slides including the title slide and reference slide will be required.  Information must be written in their own words.
Suggestions for students:

Spartan’s scytale

Julius Ceasar and the Gallic wars

Richelieu’s grille

Morse code

Egypt’s Rosetta Stone

WWII and the Navaho Indian

Da Vinci’s paintings
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Cryptology

Lesson Plans Part 2

Submitted by:  Karen Zayance

11/2/07

Subject:
Using binary code and an ascii table to encipher messages

Grades:  
9-12


Estimated Time of Lesson:  1 - 50 minute segments

Performance Objective:  To use the ascii table to represent letters of the alphabet, then convert the base ten number to binary code and back.  

Materials  Needed:  Monitor, computer

PROCEDURES
Terms:

Binary Code:  The use of 1 and 0 to represent digital signals
Anticipatory Set:

The teacher will define binary code.  Binary code, today, is the use of two numbers one and zero.  These numbers can represent a state of either on or off in an electronic system.  For example if I turn a light switch on (turn the lights in the room on), I use the number one to represent it.  However, turn the switch off (turn lights off) and the number zero is used.  Binary code is the language computers speak.  In this case, it is called machine language.  The letter A, for example, on a keyboard is represented by the number 65, according to the ASCII chart.  An ASCII chart is a character set used for computers.  Using binary code, the computer reads this letter as 01000001. The class will be taught how to convert binary numbers.

Students will be given an ASCII chart showing which numbers represent the letters a to z and capital A to Z.  

Modeling:

The teacher will discuss a couple of letters on the ASCII chart and explain which numbers represents the letters.  Then the teacher will convert the base ten representation to binary code and back.  Example:  To convert the number 65 – letter “A” to binary code, begin by dividing by 2.  

65 / 2 = 32 remainder 1

32 / 2 = 16 remainder 0

16 / 2 = 8 remainder 0

8 / 2 = 4 remainder 0

4 / 2 = 2 remainder 0

2 / 2 = 1 remainder 0

1 / 2 = 0 remainder 1

Taking the remainder from the bottom to the top, you have the number 1000001.  Since computer numbers are listed in byte (8 bits), a 0 will need to be added to the front of this number.  Therefore 65 in binary code is 01000001.  Finally, a capital A, on the computer is represented by the number 01000001 in machine language.

Conversely, 01000001 can be changed to decimal form as follows:

Working from the right most number, multiply each value by the number 2 raised to a power “n”.  The first power “n” will be 0 and each power after that will be increased by n+1.  Example:

0 
x
27
=
0

1 
x
26
=
64

0 
x
25
=
0

0 
x
24
=
0

0 
x
23
=
0

0 
x
22
=
0

0 
x
21
=
0

1
x
20 
=
1





-----





65 is the answer of the numbers added above

Checking for Understanding:

The students will find the numeric representation for the letter “Z” on the ASCII chart and then convert this number to binary and back in class.  They should get the answer 01011010.

Guided Practice:

Students will be given a worksheet to complete a few basic conversions.  Then students will come up with a key phrase and convert this message to binary code.  Messages will be exchanged within students and they will decode each others message.  Thus, they will have written their first secret code and will have learned how a computer communicates in machine language.

Cryptology

Lesson Plans Part 3

Submitted by:  Karen Zayance

11/2/07

Subject:
Coding and Decoding messages using permutation ciphers

Grades:  
9-12


Estimated Time of Lesson:  3 - 50 minute segments, 1 segment for the lesson and practice, one segment for students to write their own cipher, and one day to present their algorithm to the class

Performance Objective:  To use a permutation cipher to code and decode a message.  

Materials  Needed:  Monitor, computer

PROCEDURES

Objective:  Students will learn how letters of a message can be coded into a secret message by reordering the letters according to some method agreed upon by the correspondents.  Students will work in pairs enciphering and deciphering messages.

Instructional Input:

The teacher will define permutation ciphers as mentioned in the objective.  This method can be used to encipher messages.  For example by using a block size of 5 and a rotation of 2, the phrase LOVE IS BLIND, FRIENDSHIP CLOSES ITS EYES becomes:


VEILO LINSB RIEDF SHIND LOSPC ITSES ESEY

Modeling:

The teacher will show how to encipher the message above:

First divide the phrase into blocks of 5 as follows:

LOVEI  SBLIN  DFRIE  NDSHI  PCLOS  ESITS  EYES

Rotate past the first two letters of the first block and then begin listing the remaining three letters of the block.  Once the last three letters of the block have been listed, go back and list the first two letters.  So LOVEI becomes VEI, then add the last two letters and you have VEILO.  Now move to the next block and repeat the same sequence.

Checking for Understanding:

The teacher will give the students a phrase to encipher using a block of 5 and rotation of 2.  The phrase will be EDUCATION IS THE KEY TO YOUR FUTURE.  

Their answer should be:


UCAED  ONITI  HEKST  TOYEY  RFUOU  RETU

Guided Practice:

With a partner, students will come up with their own block and rotation.  They will then code a message to each other and then decipher the messages.  Then, without giving away the block information and rotation, one of their messages will be given to another group.  That group will see if they can decipher the message without knowing the block and rotation.

Students will then be asked how they might write a computer algorithm to represent their cipher.

Each groups’ algorithm will be presented to the class.
